
0620182246|app1 |*|00|AppC::updateBackLightAndTouchScrStates() - Backlight states - present - [2], previous - [1]. 

0620182303|cfg  |5|00|Web||ParamParser|Parameter array dimension is unsupported: ""(5887652) 

0620182311|cfg  |5|00|Prm|Parameter reg.x.auth.useLoginCredentials requested type 2 but is of type 7 

0620182311|so   |4|00|[soRegistrationC] Login Credentials valid causing SoRegEventLine Changed 

0620182311|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Enter 

 

0620182311|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Default 

 

0620182311|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Exit 

 

0620182316|so   |4|00|[SoNcasC]: appncascontext termination:1 

0620182316|so   |4|00|[SoNcasC]: Case Handling termination:1 

0620182316|app1 |*|00|SoRegistrationEventLineChanged - success lineIndex 0 RegListSize 0 

0620182316|app1 |5|00|AppPhoneLockC::Init - bPhoneLockState [0] 

0620182316|app1 |*|00|SoRegistrationEventLast - new AppRegLineC, szUser = cdonner@ourdomain.com 

0620182316|so   |4|00|[SoNcasC]: appncascontext termination:1 

0620182316|so   |4|00|[SoNcasC]: Case Handling termination:1 

0620182316|cfg  |5|00|Prm|Parameter attendant.reg requested type 2 but is of type 0 

0620182316|app1 |5|00|AppPhoneLockC::Init - bPhoneLockState [0] 

0620182316|sip  |*|00|Sip UnRegister Usr:cdonner@ourdomain.com Dsp:cdonner Auth:'' Inx:0 

0620182316|sip  |*|00|SipUserRemove: user 0 being removed. 

0620182316|cfg  |4|00|RT|pps is setting Login Credentials to valid 

0620182316|WADSe|2|00|Request(-1)WADService,(778)WADServiceReqMsgKey,(-1)pps,(15),(Expiry,TransactionId,Time,Type):(-1,-

1,1497997396,0)IndicationLevel:(200) 

0620182316|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((544),(1)kBaseEventInit,Ticks(0)) 

0620182316|WADSe|2|00|S/E(sSWADStart,kBaseEventInit),rO(1551) 

0620182316|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((544),(1551),Ticks(0)) 

0620182316|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((544),(1551),Ticks(0)) 

0620182316|WADSe|3|00|[SWADStart -> EWADStart] 

0620182316|WADSe|2|00|S/E(sSWADStart,),rO(3) 

0620182316|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0620182316|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0620182316|WADSe|3|00|[SWADFetchAutoDiscoveryUrls -> BaseEventInit] 

0620182316|WADSe|2|00|S/E(sSWADFetchAutoDiscoveryUrls,kBaseEventInit),rO(1552) 

0620182316|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((546),(1)kBaseEventInit,Ticks(0)) 

0620182316|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((546),(1)kBaseEventInit,Ticks(0)) 

0620182316|WADSe|3|00|[SWADInternalAutoDiscovery -> BaseEventInit] 

0620182316|WADSe|3|00|[SWADInternalAutoDiscovery -> EWADFetchAutoDiscoveryServiceUrl] 

0620182316|WADSe|3|00|[WADPrepareAndSendRequest | eRequestID=1] 

0620182316|WADSe|3|00|[WADPrepareAndSendRequest | E_WADReqRspId_FindHttpInternalDiscoveryServiceLocation] 

0620182316|WADSe|2|00|S/E(sSWADInternalAutoDiscovery,kBaseEventInit),rO(5) 

0620182316|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((546),(5),Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((546),(1556)kEWADHandleResponse,Ticks(0)) 

0620182317|WADSe|3|00|[SWADInternalAutoDiscovery -> EWADHandleResponse] 

0620182317|WADSe|3|00|Response Code:200 

 

0620182317|WADSe|2|00|S/E(sSWADInternalAutoDiscovery,kEWADHandleResponse),rO(3) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|3|00|[SWADFetchAutoDiscoveryUrls -> BaseEventInit] 

0620182317|WADSe|2|00|S/E(sSWADFetchAutoDiscoveryUrls,kBaseEventInit),rO(3) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((550),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((550),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|3|00|[SWADFetchUserUrls -> BaseEventInit] 

0620182317|WADSe|2|00|S/E(sSWADFetchUserUrls,kBaseEventInit),rO(1561) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((552),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((552),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|S/E(sSWADRedirect,kBaseEventInit),rO(1561) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((552),(1561),Ticks(0)) 



0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((552),(1561),Ticks(0)) 

0620182317|WADSe|3|00|[WADPrepareAndSendRequest | eRequestID=8] 

0620182317|WADSe|3|00|[WADPrepareAndSendRequest | E_WADReqRspId_FindRedirectUserUrl] 

0620182317|WADSe|2|00|S/E(sSWADRedirect,),rO(5) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((552),(5),Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((552),(1556)kEWADHandleResponse,Ticks(0)) 

0620182317|WADSe|3|00|[SWADRedirect -> EWADHandleResponse] 

0620182317|WADSe|3|00|Response Code:200 

 

0620182317|WADSe|2|00|S/E(sSWADRedirect,kEWADHandleResponse),rO(3) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((550),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((550),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|3|00|[SWADFetchUserUrls -> BaseEventInit] 

0620182317|WADSe|2|00|S/E(sSWADFetchUserUrls,kBaseEventInit),rO(1557) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((550),(1557),Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((550),(1557),Ticks(0)) 

0620182317|WADSe|3|00|[SWADFetchUserUrls -> EWADMakeUserUrlDiscoveryReq] 

0620182317|WADSe|3|00|[WADPrepareAndSendRequest | eRequestID=7] 

0620182317|WADSe|3|00|[WADPrepareAndSendRequest | E_WADReqRspId_FindUserUrl or E_WADReqRspId_FindUserUrlWithNtlmBasedWebToken] 

0620182317|WADSe|2|00|S/E(sSWADFetchUserUrls,),rO(5) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((550),(5),Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((550),(1556)kEWADHandleResponse,Ticks(0)) 

0620182317|WADSe|3|00|[SWADFetchUserUrls -> EWADHandleResponse] 

0620182317|WADSe|3|00|Response Code:401 

 

0620182317|WADSe|3|00|X-MS-WebTicketURL:https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

0620182317|WADSe|3|00|Unauthrorized Retries(0), WebTicket URL:https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

0620182317|WADSe|2|00|S/E(sSWADFetchUserUrls,kEWADHandleResponse),rO(1558) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((551),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((551),(1)kBaseEventInit,Ticks(0)) 

0620182317|WADSe|3|00|[SWADTriggerWebTicketFetch -> BaseEventInit] 

0620182317|WADSe|2|00|S/E(sSWADTriggerWebTicketFetch,kBaseEventInit),rO(1559) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((551),(1559),Ticks(0)) 

0620182317|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((551),(1559),Ticks(0)) 

0620182317|WADSe|3|00|[SWADTriggerWebTicketFetch -> EWADRequestWebTicket] 

0620182317|AuthS|2|00|Request(-1)AuthSvc,(101)AuthServiceWTMsgKey,(-

1)WADService,(780)WADServiceWebTicketRspMsgKey,(Expiry,TransactionId,Time,Type):(-1,-1,1497997397,0)IndicationLevel:(200) 

0620182317|WADSe|2|00|S/E(sSWADTriggerWebTicketFetch,),rO(5) 

0620182317|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((551),(5),Ticks(0)) 

0620182317|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(205)AuthSvcAOServiceRequestKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(-1) 

0620182317|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(-1) 

0620182317|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182317|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182317|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182317|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182317|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((334),(1)kBaseEventInit,Ticks(0)) 

0620182317|AuthS|2|00|S/E(sSAuthSvcUTS0,kBaseEventInit),rO(308) 



0620182317|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182317|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182317|AuthS|2|00|[prepareAndSendRequest]:[4283]:[3]:[https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/mex] 

0620182317|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182317|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kBaseEventInit),rO(5) 

0620182317|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((318),(5),Ticks(0)) 

0620182318|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((318),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182318|AuthS|2|00|m_RetVal[0] eReqRspID[3] curlReturn[0] HttpRspCode[200] messageLen[13152] 

0620182318|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kEAuthOnRecvDataResponse),rO(3) 

0620182318|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|S/E(sSAuthSvcUTEnd,kBaseEventInit),rO(3) 

0620182318|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(3),Ticks(0)) 

0620182318|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(3),Ticks(0)) 

0620182318|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(-1),Ticks(0)) 

0620182318|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(73878351) 

0620182318|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(73878351) 

0620182318|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(73878351) 

0620182318|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182318|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182318|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(73878351) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|S/E(sSOAuth2S0,kBaseEventInit),rO(5) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(5),Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(501)kEOAuth2OAuth2Start,Ticks(0)) 

0620182318|AuthS|2|00|S/E(sSOAuth2S0,kEOAuth2OAuth2Start),rO(503) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|S/E(sTSOAuth2CheckOAuthTokenProvider,kBaseEventInit),rO(3) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[1]:[https://login.windows.net/common/UserRealm/cdonner@ourdomain.com?api-version=1.0] 

0620182318|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kBaseEventInit),rO(5) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(5),Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182318|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[1] m_RetVal[0] curlReturn[0] HttpRspCode[200] 

csStrippedResponse[{"ver":"1.0","account_type":"Managed","domain_name":"ourdomain.com","cloud_instance_name":"microsoftonline.com","cloud_audience_ur

n":"urn:federation:MicrosoftOnline"}] 

0620182318|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kEAuthOnRecvDataResponse),rO(3) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|S/E(sTSOAuth2CheckOnlineUserType,kBaseEventInit),rO(505) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182318|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[2]:[https://login.windows.net/common/oauth2/token] 

0620182318|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kBaseEventInit),rO(5) 

0620182318|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(5),Ticks(0)) 



0620182319|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182319|AuthS|4|00|m_RetVal[-1] eReqRspID[2] 

0620182319|AuthS|4|00|parseOAuth2ErrorCodeDetails: csErrorCode[interaction_required] csErrorDescription[AADSTS50076: Due to a configuration change 

made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-

000000000000'. 

Trace ID: 87e9cc8c-61b7-45b2-842e-1652beb02700 

Correlation ID: 2843219f-07b4-48ab-89c1-59c76b0e41bb 

Timestamp: 2017-06-20 22:23:19Z] csErrorTimeStamp[2017-06-20 22:23:19Z] csTraceId[87e9cc8c-61b7-45b2-842e-1652beb02700] csCo 

0620182319|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[2] m_RetVal[-1] curlReturn[0] HttpRspCode[400] 

csStrippedResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration change made by your administrator, or 

because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-000000000000'.\r\nTrace ID: 

87e9cc8c-61b7-45b2-842e-1652beb02700\r\nCorrelation ID: 2843219f-07b4-48ab-89c1-59c76b0e41bb\r\nTimestamp: 2017-06-20 22:23:19Z 

0620182319|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration 

change made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-

ce00-000000000000'.\r\nTrace ID: 87e9cc8c-61b7-45b2-842e-1652beb02700\r\nCorrelation ID: 2843219f-07b4-48ab-89c1-59c76b0e41bb\r\nTimestamp: 2017-06-

20 22:23:19Z","er] 

0620182319|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[ror_codes":[50076],"timestamp":"2017-06-20 22:23:19Z","trace_id":"87e9cc8c-61b7-45b2-

842e-1652beb02700","correlation_id":"2843219f-07b4-48ab-89c1-59c76b0e41bb"}] 

0620182319|AuthS|2|00|AuthSvc SOAuth2FetchOAuth2ManagedToken-Not received the Token 

0620182319|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kEAuthOnRecvDataResponse),rO(4) 

0620182319|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182319|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182319|AuthS|4|00|pHD(141)AuthServiceCallerWbad 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

 

 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/cert 

 

 

 

https://login.windows.net/common/oauth2/authorize 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/OAuth 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://login.windows.net/common/oauth2/authorize 

http://nexus.microsoftonline-p.com/federationmetadata/2006-12/FederationMetaData.xml 

 

 

0620182319|AuthS|4|00|AuthSvc SOAuth2Error, BaseEventInit restart[0] SfbTokenFetchMethod[3]  

0620182319|AuthS|2|00|S/E(sSOAuth2Error,kBaseEventInit),rO(4) 

0620182319|AuthS|3|00|kEAuthOnRecvDataResponse:Event(4) not found in Transition Table for state sSOAuth2Error 

0620182319|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(4),Ticks(0)) 

0620182319|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(73878351) 

0620182319|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(73878351) 

0620182319|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(7)kBaseEventStop,Ticks(0)) 

0620182319|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(-1),Ticks(0)) 

0620182319|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(7)kBaseEventStop,Ticks(0)) 

0620182319|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x44e22f58):Ctx((345),(-1),Ticks(0)) 

0620182319|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(73878351) 

0620182319|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(141)AuthServiceCallerWbad:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(73878351) 



0620182319|AuthS|2|00|Reqponse(-1)AuthSvc,(101)AuthServiceWTMsgKey,(-

1)WADService,(780)WADServiceWebTicketRspMsgKey,(Expiry,TransactionId,Time,Type):(-1,73878351,1497997399,1)IndicationCode:(400)Failed to Get oAuth 

Token 

0620182319|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((551),(1560)kEWADReceivedWebTicket,Ticks(0)) 

0620182319|WADSe|3|00|[SWADTriggerWebTicketFetch -> EWADReceivedWebTicket] 

0620182319|WADSe|4|00|Not able to get WT from Auth Service 

 

0620182319|WADSe|2|00|S/E(sSWADTriggerWebTicketFetch,kEWADReceivedWebTicket),rO(4) 

0620182319|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((554),(1)kBaseEventInit,Ticks(0)) 

0620182319|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((554),(1)kBaseEventInit,Ticks(0)) 

0620182319|WADSe|3|00|[SWADSvcError -> BaseEventInit] 

0620182319|WADSe|2|00|S/E(sSWADSvcError,kBaseEventInit),rO(4) 

0620182319|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((553),(1)kBaseEventInit,Ticks(0)) 

0620182319|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((553),(1)kBaseEventInit,Ticks(0)) 

0620182319|WADSe|3|00|[SWADSvcEnd -> BaseEventInit] 

0620182319|WADSe|2|00|Reqponse(-1),(-1),(-1)pps,(15),(Expiry,TransactionId,Time,Type):(-1,-1,1497997399,1)IndicationCode:(500)Failed to Get Server 

URL's 

0620182319|WADSe|2|00|Request(-1)WADService,(778)WADServiceReqMsgKey,(-1)pps,(-1),(Expiry,TransactionId,Time,Type):(0,-

1,1497997399,0)IndicationLevel:(200) 

0620182319|sip  |*|00|Sip Register Usr:cdonner@ourdomain.com Dsp:cdonner Auth:'Using Login Cred' Inx:0 

0620182319|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/sip.usr doesn't exist or is empty 

0620182319|dns  |5|00|Not adding DNS Querie name:ourdomain.com sDomain:ourdomain.com 

0620182319|WADSe|2|00|S/E(sSWADSvcEnd,kBaseEventInit),rO(3) 

0620182319|WADSe|3|00|kEWADReceivedWebTicket:Event(3) not found in Transition Table for state sSWADSvcEnd 

0620182319|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((553),(3),Ticks(0)) 

0620182319|WADSe|2|00|<SM>(-1)(0x466c7848):Ctx((553),(7)kBaseEventStop,Ticks(0)) 

0620182319|WADSe|2|00|<\SM>(-1)(0x466c7848):Ctx((553),(-1),Ticks(0)) 

0620182319|dns  |5|00|Not adding DNS Querie name:ourdomain.com sDomain:ourdomain.com 

0620182319|dns  |5|00|Not adding DNS Querie name:ourdomain.com sDomain:ourdomain.com 

0620182321|cfg  |4|00|Prov|Could not download file 0004f262f278-phone.cfg 

0620182321|cfg  |4|00|Prov|Uploading phoneLocal.cfg failed 

0620182321|cfg  |4|00|Prov|Update configuration failed 

0620182321|cfg  |4|00|Prov|Could not download file 0004f262f278-web.cfg 

0620182321|cfg  |4|00|Prov|Uploading phoneWeb.cfg failed 

0620182321|cfg  |4|00|Prov|Update configuration failed 

0620182322|cfg  |4|00|Prov|CfgDhcpInformControl::ExtractOptions: DHCP ACK message failed initial validation. Skipping parsing of DHCP options. 

0620182329|app1 |*|00|AppC::updateBackLightAndTouchScrStates() - Backlight states - present - [1], previous - [2]. 

0620182330|cfg  |4|00|Prov|CfgDhcpInformControl::ExtractOptions: DHCP ACK message failed initial validation. Skipping parsing of DHCP options. 

0620182333|dns  |5|00|Not adding DNS Querie name:_sipinternaltls._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:_sipinternaltls._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|sip  |4|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList 'ourdomain.com' found no records 

0620182333|dns  |5|00|Not adding DNS Querie name:_sipinternal._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:_sipinternal._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|sip  |4|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList 'ourdomain.com' found no records 

0620182333|dns  |5|00|Not adding DNS Querie name:_sip._tls.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:_sip._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:_sip._tcp.ourdomain.com sDomain:ourdomain.com 

0620182333|sip  |4|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList 'ourdomain.com' found no records 

0620182333|dns  |5|00|Not adding DNS Querie name:sipinternal.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:sipinternal.ourdomain.com sDomain:ourdomain.com 

0620182333|sip  |4|00|doDnsListLookup(tls): doDnsSrvLookupForARecordList 'sipinternal.ourdomain.com' found no records 

0620182333|dns  |5|00|Not adding DNS Querie name:sip.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:sip.ourdomain.com sDomain:ourdomain.com 

0620182333|dns  |5|00|Not adding DNS Querie name:sip.ourdomain.com sDomain:ourdomain.com 

0620182333|sip  |*|00|User removed 

0620182334|sip  |4|00|CTcpSocket::Abandon - TLS Listen Thread has exited. Process further to abandon this socket 

0620182334|sip  |4|00|CTcpSocket::Abandon connected socket. Send Message 0x1aedec8 

0620182334|sip  |4|00|SSL_get_error Error code=5,rc(0) 

0620182334|sip  |4|00|TLS Listen Thread Exit 



0620182334|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/private.key doesn't exist or is empty 

0620182334|sip  |*|00|Sending User Cert fetch Request: OnlyTlsDsk[1] 

0620182334|AuthS|2|00|Request(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-1,-

1,1497997414,0)IndicationLevel:(200) 

0620182334|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(205)AuthSvcAOServiceRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182334|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182334|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997414,1)IndicationCode:(0) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182334|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Reqponse(-1)AuthSvc,(101)AuthServiceWTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997414,1)IndicationCode:(0) 

0620182334|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((334),(1)kBaseEventInit,Ticks(0)) 

0620182334|AuthS|2|00|S/E(sSAuthSvcUTS0,kBaseEventInit),rO(305) 

0620182334|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182334|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182334|AuthS|2|00|[prepareAndSendRequest]:[4283]:[1]:[https://webdir2a.online.lync.com:443/CertProv/CertProvisioningService.svc/mex] 

0620182334|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182334|AuthS|2|00|S/E(sSAuthSvcGetServers,kBaseEventInit),rO(5) 

0620182334|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((315),(5),Ticks(0)) 

0620182334|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182334|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(277930567) 

0620182334|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997414,1)IndicationCode:(0) 

0620182334|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(277930567) 



0620182334|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997414,1)IndicationCode:(100)SM Started 

0620182334|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((315),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182335|AuthS|2|00|m_RetVal[0] eReqRspID[1] curlReturn[0] HttpRspCode[200] messageLen[13440] 

0620182335|AuthS|2|00|S/E(sSAuthSvcGetServers,kEAuthOnRecvDataResponse),rO(3) 

0620182335|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|[prepareAndSendRequest]:[4283]:[3]:[https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/mex] 

0620182335|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182335|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kBaseEventInit),rO(5) 

0620182335|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((318),(5),Ticks(0)) 

0620182335|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((318),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182335|AuthS|2|00|m_RetVal[0] eReqRspID[3] curlReturn[0] HttpRspCode[200] messageLen[13152] 

0620182335|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kEAuthOnRecvDataResponse),rO(3) 

0620182335|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|S/E(sSAuthSvcUTEnd,kBaseEventInit),rO(3) 

0620182335|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(3),Ticks(0)) 

0620182335|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(3),Ticks(0)) 

0620182335|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(-1),Ticks(0)) 

0620182335|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182335|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182335|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(200)Got User Type 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997415,1)IndicationCode:(200)Got User Type 

0620182335|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(277930567) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|S/E(sSOAuth2S0,kBaseEventInit),rO(5) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(5),Ticks(0)) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(501)kEOAuth2OAuth2Start,Ticks(0)) 

0620182335|AuthS|2|00|S/E(sSOAuth2S0,kEOAuth2OAuth2Start),rO(503) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|S/E(sTSOAuth2CheckOAuthTokenProvider,kBaseEventInit),rO(3) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[1]:[https://login.windows.net/common/UserRealm/cdonner@ourdomain.com?api-version=1.0] 

0620182335|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kBaseEventInit),rO(5) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(5),Ticks(0)) 

0620182335|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 



0620182335|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997415,1)IndicationCode:(0) 

0620182335|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(277930567) 

0620182335|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997415,1)IndicationCode:(100)SM Started 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182335|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[1] m_RetVal[0] curlReturn[0] HttpRspCode[200] 

csStrippedResponse[{"ver":"1.0","account_type":"Managed","domain_name":"ourdomain.com","cloud_instance_name":"microsoftonline.com","cloud_audience_ur

n":"urn:federation:MicrosoftOnline"}] 

0620182335|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kEAuthOnRecvDataResponse),rO(3) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|S/E(sTSOAuth2CheckOnlineUserType,kBaseEventInit),rO(505) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182335|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[2]:[https://login.windows.net/common/oauth2/token] 

0620182335|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kBaseEventInit),rO(5) 

0620182335|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(5),Ticks(0)) 

0620182336|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182336|AuthS|4|00|m_RetVal[-1] eReqRspID[2] 

0620182336|AuthS|4|00|parseOAuth2ErrorCodeDetails: csErrorCode[interaction_required] csErrorDescription[AADSTS50076: Due to a configuration change 

made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-

000000000000'. 

Trace ID: 1a53a448-11dd-42bb-bf02-fab023383a00 

Correlation ID: e5918a34-7b05-477c-9ad5-46edaca4fb32 

Timestamp: 2017-06-20 22:23:37Z] csErrorTimeStamp[2017-06-20 22:23:37Z] csTraceId[1a53a448-11dd-42bb-bf02-fab023383a00] csCo 

0620182336|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[2] m_RetVal[-1] curlReturn[0] HttpRspCode[400] 

csStrippedResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration change made by your administrator, or 

because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-000000000000'.\r\nTrace ID: 

1a53a448-11dd-42bb-bf02-fab023383a00\r\nCorrelation ID: e5918a34-7b05-477c-9ad5-46edaca4fb32\r\nTimestamp: 2017-06-20 22:23:37Z 

0620182336|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration 

change made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-

ce00-000000000000'.\r\nTrace ID: 1a53a448-11dd-42bb-bf02-fab023383a00\r\nCorrelation ID: e5918a34-7b05-477c-9ad5-46edaca4fb32\r\nTimestamp: 2017-06-

20 22:23:37Z","er] 

0620182336|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[ror_codes":[50076],"timestamp":"2017-06-20 22:23:37Z","trace_id":"1a53a448-11dd-42bb-

bf02-fab023383a00","correlation_id":"e5918a34-7b05-477c-9ad5-46edaca4fb32"}] 

0620182336|AuthS|2|00|AuthSvc SOAuth2FetchOAuth2ManagedToken-Not received the Token 

0620182336|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kEAuthOnRecvDataResponse),rO(4) 

0620182336|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182336|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182336|AuthS|4|00|pHD(-1) 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://webdir2a.online.lync.com/CertProv/CertProvisioningService.svc/WebTicket_Proof_SHA1 

 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/cert 

 

 

 

https://login.windows.net/common/oauth2/authorize 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/OAuth 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://login.windows.net/common/oauth2/authorize 

http://nexus.microsoftonline- 

0620182336|AuthS|4|00|AuthSvc SOAuth2Error, BaseEventInit restart[0] SfbTokenFetchMethod[3]  



0620182336|AuthS|2|00|S/E(sSOAuth2Error,kBaseEventInit),rO(4) 

0620182336|AuthS|3|00|kEAuthOnRecvDataResponse:Event(4) not found in Transition Table for state sSOAuth2Error 

0620182336|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(4),Ticks(0)) 

0620182336|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182336|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(7)kBaseEventStop,Ticks(0)) 

0620182336|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(-1),Ticks(0)) 

0620182336|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(7)kBaseEventStop,Ticks(0)) 

0620182336|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45655900):Ctx((345),(-1),Ticks(0)) 

0620182336|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997416,1)IndicationCode:(400)Failed to Get oAuth Token 

0620182336|sip  |4|00|TLS-DSK:soWebTicketCbFunc: SoWebTicketCb_ResponseError event triggered from the soWebTicket 

0620182336|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(277930567) 

0620182336|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,277930567,1497997416,1)IndicationCode:(400)Failed to Get oAuth Token 

0620182406|sip  |4|00|SSL_get_error Error code=5,rc(-1) 

0620182406|sip  |4|00|TLS Listen Thread Exit 

0620182604|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/private.key doesn't exist or is empty 

0620182604|sip  |*|00|Sending User Cert fetch Request: OnlyTlsDsk[1] 

0620182604|AuthS|2|00|Request(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-1,-

1,1497997564,0)IndicationLevel:(200) 

0620182604|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(205)AuthSvcAOServiceRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182604|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182604|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997564,1)IndicationCode:(0) 

0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 



0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182604|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Reqponse(-1)AuthSvc,(101)AuthServiceWTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997564,1)IndicationCode:(0) 

0620182604|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((334),(1)kBaseEventInit,Ticks(0)) 

0620182604|AuthS|2|00|S/E(sSAuthSvcUTS0,kBaseEventInit),rO(305) 

0620182604|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182604|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182604|AuthS|2|00|[prepareAndSendRequest]:[4283]:[1]:[https://webdir2a.online.lync.com:443/CertProv/CertProvisioningService.svc/mex] 

0620182604|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182604|AuthS|2|00|S/E(sSAuthSvcGetServers,kBaseEventInit),rO(5) 

0620182604|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((315),(5),Ticks(0)) 

0620182604|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182604|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997564,1)IndicationCode:(0) 

0620182604|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(831907365) 

0620182604|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997564,1)IndicationCode:(100)SM Started 

0620182605|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((315),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182605|AuthS|2|00|m_RetVal[0] eReqRspID[1] curlReturn[0] HttpRspCode[200] messageLen[13440] 

0620182605|AuthS|2|00|S/E(sSAuthSvcGetServers,kEAuthOnRecvDataResponse),rO(3) 

0620182605|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|[prepareAndSendRequest]:[4283]:[3]:[https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/mex] 

0620182605|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182605|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kBaseEventInit),rO(5) 

0620182605|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((318),(5),Ticks(0)) 

0620182605|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((318),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182605|AuthS|2|00|m_RetVal[0] eReqRspID[3] curlReturn[0] HttpRspCode[200] messageLen[13152] 

0620182605|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kEAuthOnRecvDataResponse),rO(3) 

0620182605|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|S/E(sSAuthSvcUTEnd,kBaseEventInit),rO(3) 

0620182605|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(3),Ticks(0)) 

0620182605|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(3),Ticks(0)) 

0620182605|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(-1),Ticks(0)) 

0620182605|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182605|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(831907365) 



0620182605|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182605|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(200)Got User Type 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997565,1)IndicationCode:(200)Got User Type 

0620182605|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(831907365) 

0620182605|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|S/E(sSOAuth2S0,kBaseEventInit),rO(5) 

0620182605|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(5),Ticks(0)) 

0620182605|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(501)kEOAuth2OAuth2Start,Ticks(0)) 

0620182605|AuthS|2|00|S/E(sSOAuth2S0,kEOAuth2OAuth2Start),rO(503) 

0620182605|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|S/E(sTSOAuth2CheckOAuthTokenProvider,kBaseEventInit),rO(3) 

0620182605|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182605|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[1]:[https://login.windows.net/common/UserRealm/cdonner@ourdomain.com?api-version=1.0] 

0620182605|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kBaseEventInit),rO(5) 

0620182605|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(5),Ticks(0)) 

0620182605|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182605|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997565,1)IndicationCode:(0) 

0620182605|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(831907365) 

0620182605|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997565,1)IndicationCode:(100)SM Started 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182606|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[1] m_RetVal[0] curlReturn[0] HttpRspCode[200] 

csStrippedResponse[{"ver":"1.0","account_type":"Managed","domain_name":"ourdomain.com","cloud_instance_name":"microsoftonline.com","cloud_audience_ur

n":"urn:federation:MicrosoftOnline"}] 

0620182606|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kEAuthOnRecvDataResponse),rO(3) 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|2|00|S/E(sTSOAuth2CheckOnlineUserType,kBaseEventInit),rO(505) 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[2]:[https://login.windows.net/common/oauth2/token] 

0620182606|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kBaseEventInit),rO(5) 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(5),Ticks(0)) 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182606|AuthS|4|00|m_RetVal[-1] eReqRspID[2] 



0620182606|AuthS|4|00|parseOAuth2ErrorCodeDetails: csErrorCode[interaction_required] csErrorDescription[AADSTS50076: Due to a configuration change 

made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-

000000000000'. 

Trace ID: 86aa1f6f-4a31-47b1-ad9a-7d4e0b4d2d00 

Correlation ID: bbfdda69-3b45-4d30-80a6-a71962fa0cf9 

Timestamp: 2017-06-20 22:26:07Z] csErrorTimeStamp[2017-06-20 22:26:07Z] csTraceId[86aa1f6f-4a31-47b1-ad9a-7d4e0b4d2d00] csCo 

0620182606|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[2] m_RetVal[-1] curlReturn[0] HttpRspCode[400] 

csStrippedResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration change made by your administrator, or 

because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-000000000000'.\r\nTrace ID: 

86aa1f6f-4a31-47b1-ad9a-7d4e0b4d2d00\r\nCorrelation ID: bbfdda69-3b45-4d30-80a6-a71962fa0cf9\r\nTimestamp: 2017-06-20 22:26:07Z 

0620182606|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration 

change made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-

ce00-000000000000'.\r\nTrace ID: 86aa1f6f-4a31-47b1-ad9a-7d4e0b4d2d00\r\nCorrelation ID: bbfdda69-3b45-4d30-80a6-a71962fa0cf9\r\nTimestamp: 2017-06-

20 22:26:07Z","er] 

0620182606|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[ror_codes":[50076],"timestamp":"2017-06-20 22:26:07Z","trace_id":"86aa1f6f-4a31-47b1-

ad9a-7d4e0b4d2d00","correlation_id":"bbfdda69-3b45-4d30-80a6-a71962fa0cf9"}] 

0620182606|AuthS|2|00|AuthSvc SOAuth2FetchOAuth2ManagedToken-Not received the Token 

0620182606|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kEAuthOnRecvDataResponse),rO(4) 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182606|AuthS|4|00|pHD(-1) 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://webdir2a.online.lync.com/CertProv/CertProvisioningService.svc/WebTicket_Proof_SHA1 

 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/cert 

 

 

 

https://login.windows.net/common/oauth2/authorize 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/OAuth 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://login.windows.net/common/oauth2/authorize 

http://nexus.microsoftonline- 

0620182606|AuthS|4|00|AuthSvc SOAuth2Error, BaseEventInit restart[0] SfbTokenFetchMethod[3]  

0620182606|AuthS|2|00|S/E(sSOAuth2Error,kBaseEventInit),rO(4) 

0620182606|AuthS|3|00|kEAuthOnRecvDataResponse:Event(4) not found in Transition Table for state sSOAuth2Error 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(4),Ticks(0)) 

0620182606|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182606|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(7)kBaseEventStop,Ticks(0)) 

0620182606|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(-1),Ticks(0)) 

0620182606|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(7)kBaseEventStop,Ticks(0)) 

0620182606|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x45750048):Ctx((345),(-1),Ticks(0)) 

0620182606|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997566,1)IndicationCode:(400)Failed to Get oAuth Token 



0620182606|sip  |4|00|TLS-DSK:soWebTicketCbFunc: SoWebTicketCb_ResponseError event triggered from the soWebTicket 

0620182606|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(831907365) 

0620182606|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,831907365,1497997566,1)IndicationCode:(400)Failed to Get oAuth Token 

0620182636|sip  |4|00|SSL_get_error Error code=5,rc(-1) 

0620182636|sip  |4|00|TLS Listen Thread Exit 

0620182834|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/private.key doesn't exist or is empty 

0620182834|sip  |*|00|Sending User Cert fetch Request: OnlyTlsDsk[1] 

0620182834|AuthS|2|00|Request(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-1,-

1,1497997714,0)IndicationLevel:(200) 

0620182834|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(205)AuthSvcAOServiceRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(-1) 

0620182834|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182834|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997714,1)IndicationCode:(0) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182834|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Reqponse(-1)AuthSvc,(101)AuthServiceWTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997714,1)IndicationCode:(0) 

0620182834|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((334),(1)kBaseEventInit,Ticks(0)) 

0620182834|AuthS|2|00|S/E(sSAuthSvcUTS0,kBaseEventInit),rO(305) 

0620182834|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182834|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((315),(1)kBaseEventInit,Ticks(0)) 

0620182834|AuthS|2|00|[prepareAndSendRequest]:[4283]:[1]:[https://webdir2a.online.lync.com:443/CertProv/CertProvisioningService.svc/mex] 

0620182834|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182834|AuthS|2|00|S/E(sSAuthSvcGetServers,kBaseEventInit),rO(5) 

0620182834|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((315),(5),Ticks(0)) 

0620182834|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182834|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 



Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997714,1)IndicationCode:(0) 

0620182834|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(307637839) 

0620182834|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997714,1)IndicationCode:(100)SM Started 

0620182835|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((315),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182835|AuthS|2|00|m_RetVal[0] eReqRspID[1] curlReturn[0] HttpRspCode[200] messageLen[13440] 

0620182835|AuthS|2|00|S/E(sSAuthSvcGetServers,kEAuthOnRecvDataResponse),rO(3) 

0620182835|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|[prepareAndSendRequest]:[4283]:[3]:[https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/mex] 

0620182835|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0620182835|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kBaseEventInit),rO(5) 

0620182835|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((318),(5),Ticks(0)) 

0620182835|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((318),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182835|AuthS|2|00|m_RetVal[0] eReqRspID[3] curlReturn[0] HttpRspCode[200] messageLen[13152] 

0620182835|AuthS|2|00|S/E(sSAuthSvcGetTokenProvider,kEAuthOnRecvDataResponse),rO(3) 

0620182835|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|S/E(sSAuthSvcUTEnd,kBaseEventInit),rO(3) 

0620182835|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(3),Ticks(0)) 

0620182835|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(3),Ticks(0)) 

0620182835|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(-1),Ticks(0)) 

0620182835|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182835|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(200)Got User Type 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Silent Add Notifier, CallerService(AuthServiceCallerSnooper) 

0620182835|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(105)AuthServiceUTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(200)Got User Type 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Reqponse(-1)AuthSvc,(105)AuthServiceUTMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997715,1)IndicationCode:(200)Got User Type 

0620182835|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(-1):IndicationCode(0) 

,TransactionID(307637839) 

0620182835|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|S/E(sSOAuth2S0,kBaseEventInit),rO(5) 

0620182835|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(5),Ticks(0)) 

0620182835|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((501),(501)kEOAuth2OAuth2Start,Ticks(0)) 

0620182835|AuthS|2|00|S/E(sSOAuth2S0,kEOAuth2OAuth2Start),rO(503) 

0620182835|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((502),(1)kBaseEventInit,Ticks(0)) 



0620182835|AuthS|2|00|S/E(sTSOAuth2CheckOAuthTokenProvider,kBaseEventInit),rO(3) 

0620182835|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(1)kBaseEventInit,Ticks(0)) 

0620182835|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[1]:[https://login.windows.net/common/UserRealm/cdonner@ourdomain.com?api-version=1.0] 

0620182835|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kBaseEventInit),rO(5) 

0620182835|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(5),Ticks(0)) 

0620182835|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182835|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(0) 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997715,1)IndicationCode:(0) 

0620182835|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(100)SM Started 

,TransactionID(307637839) 

0620182835|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997715,1)IndicationCode:(100)SM Started 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((503),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182836|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[1] m_RetVal[0] curlReturn[0] HttpRspCode[200] 

csStrippedResponse[{"ver":"1.0","account_type":"Managed","domain_name":"ourdomain.com","cloud_instance_name":"microsoftonline.com","cloud_audience_ur

n":"urn:federation:MicrosoftOnline"}] 

0620182836|AuthS|2|00|S/E(sSOAuth2IdentifyOnlineUserType,kEAuthOnRecvDataResponse),rO(3) 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((504),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|2|00|S/E(sTSOAuth2CheckOnlineUserType,kBaseEventInit),rO(505) 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|2|00|[OAuth2PrepareAndSendRequest]:[1386]:[2]:[https://login.windows.net/common/oauth2/token] 

0620182836|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kBaseEventInit),rO(5) 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(5),Ticks(0)) 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((505),(301)kEAuthOnRecvDataResponse,Ticks(0)) 

0620182836|AuthS|4|00|m_RetVal[-1] eReqRspID[2] 

0620182836|AuthS|4|00|parseOAuth2ErrorCodeDetails: csErrorCode[interaction_required] csErrorDescription[AADSTS50076: Due to a configuration change 

made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-

000000000000'. 

Trace ID: fb5db833-4a27-4936-8d3e-34f323733100 

Correlation ID: 5b6aca1f-fcfb-4f57-b4ec-7a26cce226af 

Timestamp: 2017-06-20 22:28:37Z] csErrorTimeStamp[2017-06-20 22:28:37Z] csTraceId[fb5db833-4a27-4936-8d3e-34f323733100] csCo 

0620182836|AuthS|4|00|[OAuth2ParseAndSaveRequiredInfo]:[1531] eReqRspID[2] m_RetVal[-1] curlReturn[0] HttpRspCode[400] 

csStrippedResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration change made by your administrator, or 

because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-ce00-000000000000'.\r\nTrace ID: 

fb5db833-4a27-4936-8d3e-34f323733100\r\nCorrelation ID: 5b6aca1f-fcfb-4f57-b4ec-7a26cce226af\r\nTimestamp: 2017-06-20 22:28:37Z 

0620182836|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[{"error":"interaction_required","error_description":"AADSTS50076: Due to a configuration 

change made by your administrator, or because you moved to a new location, you must use multi-factor authentication to access '00000004-0000-0ff1-

ce00-000000000000'.\r\nTrace ID: fb5db833-4a27-4936-8d3e-34f323733100\r\nCorrelation ID: 5b6aca1f-fcfb-4f57-b4ec-7a26cce226af\r\nTimestamp: 2017-06-

20 22:28:37Z","er] 

0620182836|AuthS|4|00|[printNIResponse]:[1552] HttpResponse[ror_codes":[50076],"timestamp":"2017-06-20 22:28:37Z","trace_id":"fb5db833-4a27-4936-

8d3e-34f323733100","correlation_id":"5b6aca1f-fcfb-4f57-b4ec-7a26cce226af"}] 

0620182836|AuthS|2|00|AuthSvc SOAuth2FetchOAuth2ManagedToken-Not received the Token 

0620182836|AuthS|2|00|S/E(sSOAuth2FetchOAuth2ManagedToken,kEAuthOnRecvDataResponse),rO(4) 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(1)kBaseEventInit,Ticks(0)) 

0620182836|AuthS|4|00|pHD(-1) 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://webdir2a.online.lync.com/CertProv/CertProvisioningService.svc/WebTicket_Proof_SHA1 

 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/cert 

 

 



 

https://login.windows.net/common/oauth2/authorize 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc/OAuth 

https://webdir2a.online.lync.com/WebTicket/WebTicketService.svc 

https://login.windows.net/common/oauth2/authorize 

http://nexus.microsoftonline- 

0620182836|AuthS|4|00|AuthSvc SOAuth2Error, BaseEventInit restart[0] SfbTokenFetchMethod[3]  

0620182836|AuthS|2|00|S/E(sSOAuth2Error,kBaseEventInit),rO(4) 

0620182836|AuthS|3|00|kEAuthOnRecvDataResponse:Event(4) not found in Transition Table for state sSOAuth2Error 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(4),Ticks(0)) 

0620182836|AuthS|2|00|Policy Dest:(203)AuthServicePolicyFsmKey:(106)AuthServiceOAuthMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|Silent Indication, CallerService(AuthServiceCallerSnooper) 

0620182836|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(106)AuthServiceOAuthMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|<SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(7)kBaseEventStop,Ticks(0)) 

0620182836|AuthS|2|00|<\SM>(305)AuthServiceOAuthStateMachine(0x456f61e0):Ctx((513),(-1),Ticks(0)) 

0620182836|AuthS|2|00|<SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(7)kBaseEventStop,Ticks(0)) 

0620182836|AuthS|2|00|<\SM>(304)AuthServiceUTStateMachine(0x456f3038):Ctx((345),(-1),Ticks(0)) 

0620182836|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|Policy Dest:(202)AuthServicePolicyDBKey:(102)AuthServiceUCMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(102)AuthServiceUCMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(-1):IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|Reqponse(-1)AuthSvc,(102)AuthServiceUCMsgKey,(-1)pps,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997716,1)IndicationCode:(400)Failed to Get oAuth Token 

0620182836|sip  |4|00|TLS-DSK:soWebTicketCbFunc: SoWebTicketCb_ResponseError event triggered from the soWebTicket 

0620182836|AuthS|2|00|Policy Dest:(201)AuthServicePolicyServiceKey:(106)AuthServiceOAuthMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(145)AuthServiceCallerSnooper:IndicationCode(400)Failed to Get oAuth Token 

,TransactionID(307637839) 

0620182836|AuthS|2|00|Reqponse(-1)AuthSvc,(106)AuthServiceOAuthMsgKey,(-1)lyncStatus,(14),(Expiry,TransactionId,Time,Type):(-

1,307637839,1497997716,1)IndicationCode:(400)Failed to Get oAuth Token 

0620182906|sip  |4|00|SSL_get_error Error code=5,rc(-1) 

0620182906|sip  |4|00|TLS Listen Thread Exit 

0620182911|app1 |4|00|CSignInMenu::TimerOut500ms [State = 1] 

0620182914|cfg  |5|00|Web||ParamParser|Parameter array dimension is unsupported: ""(5887652) 


