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BYPASSING CCX OOBE SETUP
WIZARD USING POLY LENS



FORWARD

When referring to the related Poly KB articles, in order
to bypass the Setup Wizard, the settings to the right
need to be made in order to successfully bypass the
OOBE wizard.

NOTE: The values presented they are set to are just
examples and can be adjusted based on your
deployment needs

This guide will walk through configuring a new Poly
Lens Account for performing these steps for a
customer.

IMPORTANT: Access to the DHCP Server to specify the

DHCP Option 66 is mandatory for completing this task
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device.auth.localAdminPassword=“789"
device.auth.localAdminPassword.set=“1"
device.baseProfile=“Lync” (“MSTeams”/“Generic”)
device.baseProfile.set="1"
device.eulaAccepted=“1”
device.eulaAccepted.set=“1" device.set=“1"
feature.webSignIn.enabled=*1"
lcl.ml.lang="“English_United_States”
prov.eula.accepted="“1”
tcpIpApp.sntp.olsonTimezoneID="“America/Denver”
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

Staring from a new account and a scenario example of
deploying new CCX 600s, we have an account that only
has a single CCX 400 deployed.

NOTE: These steps were performed with a CCX 600, but
would apply to any CCX Model (400/500/600/700)
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

d First step is to define the model policy

Manage > Policies
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SETTING UP THE
ENVIRONMENT

@ Mips/tenspoly.com

Add a new model policy

Search for the type of device you would like to set a policy for, or you can
search by category

Search by name Q

Add a new model policy

Search flor the type of device you would ke to set a policy 10, o you can
smarch by Category

o
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SETTING UP THE
ENVIRONMENT

As This account did not have any CCX600s, we need to add that model to this account.
Click Add

Specify the Model, in this case, it’'s a CCX 600
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

Now that it’s added, we can click in and select the model
to start specifying the policy
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SETTING UP THE
ENVIRONMENT

Define the necessary Policy

device.auth.localAdminPassword
Security > Local Accounts > Administrator

Admin Password
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

device.baseProfile
General Settings > Provider

Base Profile
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

device.eulaAccepted
General Settings > System Settings Accept

Poly Device EULA
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

feature.webSignIn.enabled

Servers > Skype for Business > Authentication Options

Enable Web Sign in option
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

lcl.ml.lang
General Settings > Language

Language
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

tcpIpApp.sntp.olsonTimezonelD

General Settings > Date and Time > Time Server

Time Zone ID
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

Enabling Web Server (Optional for Validation)

POLY LENS Home Manage Insights

@ Model Policy has been successfully saved

CCX600 | ModelPoicy Security > Access > Web Server
Enable Web Server
Enable Web Admin Portal

Require HTTPS for Web Admin

Enable REST API Interface

Before you plug in any devices

Shorten Polling Period for quicker config sync’s
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POLY LENS

CCX 600 | Model Policy

Provisioning

Server

SETTING UP THE
ENVIRONMENT

(optional)

Servers > Provisioning > Polling

Enable Automatic Provisional Polling
Polling Interval Mode

Relative Period Between Polling Requests

NOTE: This step is optional as the device will get a
generic Lens Policy having the device check every 24
hours, this just allows for a shorter interval. Although
300 was defined here, for early releases of CCX, 3600
seconds, or every hour, is the minimum polling period.
Setting 300 will default on the device to 3600.
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SETTING UP THE
ENVIRONMENT

Before you plug in any devices

Define a policy to provide no software
Software Update

Disable Auto-update with Latest Version
Set the download server to Custom Server

Provide a generic fake address (in this case pointing to
just www.poly.com is enough as there are no valid files
there, but you can also just put something like.
www.file.loc) as a value here is necessary to save the
Policy.

©2021 Plantronics Inc. All rights reserved.

16


http://www.poly.com/
http://www.file.loc/

POLY LENS

POLY LENS

SETTING UP THE
ENVIRONMENT

Verify your Configuration Policy is defined

Now that all settings are defined, go through ‘My
Settings’ to verify that the policy is defined.

Make sure they match what’s expected, additional
settings can be defined here, but validate that the
mandatory settings are showing here.

This model policy will be applied to the devices of that
model. Since these devices are being added
automatically by DHCP option, they will have no Device
Policy.

If you are currently using automatic site association by
IP subnet with site policy, make sure that none of these
policies are overlapping or conflicting (i.e. with software
by Site)

©2021 Plantronics Inc. All rights reserved.
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() hitps/lem poly.com

POLY LENS

( Policies

Festures
Network
CallConfiguration
Audio | Video

Software Update

POLY LENS

My Settings.
‘Ganeral Settings
P

Diagnostics

Network
Call Configuration
Audio| Video

Software Update

CCX 600 | Model Policy

B SETTING UP THE
ENVIRONMENT

Enable Wed Server
Enable Web Admin Portal:
Require HTTPS for Web Admin:
Enable REST AP Interface:

Local Accounts

Admin Password:

CCX 600 | Model Policy

Mode potcy

M paicy

Mol pacy

Mo pocy

Verify your Configuratin Policy is defined

POLY LENS

CCX 600 | Model Policy

= Changes

Settings that appear here have been applied and are inherited by all CCX 6005, To remeowe  setting, click the rash icon next to t. Any setting hare that

Category

My sectirgs

Ganat Settings

Tine Zoow 10

Call Cantguration
Brandon's Rolaase Tenant
Ao | Video

Softwars Update

Enable Automatic Provisionsl Polling:
Polling Interval Mode:
Relative Perlod Between Polling Requests:

Skype for Business

Enable Web sign In option:

. Mool posicy
Relative to last update (Period) Ml pocy

300 M pcy

ddcess:  wwem:polycom

i changed must be applied again i order for devices to nhert it

Inheritance

Mot oy
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Brandon's Release Tenant

Device Provisioning
To onboard and provision your devices, you must first create your provisioning credentials. To enable provisioning for your Poly Lens 3 S E I z V E I t

Poly Lens will automatically generate a unique provisioning service address for your Poly Lens account. You may then use your Poly Lg

From your account settings, gather your account
Provisioning Server Address:  https:/t5959.deviceprovisioning.dmdlens.poly.com Q) provi sioning address and define as option 66 within your
DHCP Server.

¥ shared-network-name domain-name home loc
» 10T
v LAN exclude + Add
» disable + |lease 26400
¥ subnet
nip-server
v 192.168.1.0/24 + Add
» failover + pop-server + Add
P ip-forwarding +
server-identifier
b start
P static-mapping smtp-server + Add
P static-route + l
subnet-parameiers
b MGMT SUDREEPAAMELES e
dhcpvé-re ay + tfip-server-name @15959de'.'iceprovisioningd
» dhcpve-server + 2
time-offset
» dns -
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OBSERVING THE
DEVICE

Before you plug in any devices

At this point the configuration provided by Lens is
sufficient for bypassing the OOBE Setup Wizard for CCX
device.

POLY LENS

2. Once you plug in your device, the configuration will be
R retrieved, and the device will reboot multiple times.

Once the device has connected to Lens to retrieve it’s
config, it’ll be listed within the Inventory.

NOTE: Lens inventory is not dynamically updated, you
must manually refresh the page within the browser to re-
guery the Inventory
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Provisioned

(Active)

64167fcc31b6

64167fcc31b6

Unassigned

Unassigned

Unassigned

Unassigned

OBSERVING THE
DEVICE

As the early versions of CCX do not support the Lens

agent, they will not fully reflect status within Lens. They

will show as offline, but the provisioning status will show
as connected.

5.9.13.0150

5.9.13.0150
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OBSERVING THE
DEVICE

Before you plug in any devices

This is also seen in the Connectivity Tab of the Lens
Device Information Page

i ©2021 Plantronics Inc. All rights reserved. 22



poly | ccxeoo

Home Simple Setup Preferences Settings Diagnostics

Home

Phone Information

Phone Model CCX 600

Part Number 3111-49770-001 Rev:04
MAC Address 64:16:7F:CC:31:B6
Wi-Fi MAC Address 64:16:7F:CC:31:87
Bluetooth MAC Address 64:16:7F:CC:31:B8

IP Address 192.168.1.87
UC Software Version  5.9.13.0150
VIEWS Updater Signature Release

Phone Backup & Restore

- | Phone I Exports configuration files from all
sources.

Export Phone Backup File | Phone Backup |

Note: The backup file contains all source configurations.

|+ Restore Phone

|+ Global Settings

- poly

VERIFYING THE
CONFIGURATION

Before you plug in any devices

We can also verify what is provided by Lens by exporting

the config on the Device (access available as the Web
Server was enabled)

Utilities > Phone Backup & Restore

Export the Phone Backup

©2022 Poly Inc. All rights reserved. 23



%] XML Notepad - C:\Users\Brandon Guy\Downloads\64167fcc31b6_CCX600_10-06-2021_08-12.pbu
File Edit View Insert Window Help

D=Ed % H3 % X | # § @ = | |CiUsersiBrandon GuylDownloads\64 167fcc31b6_CCX600_10-06-2021_08-12.pbu

Tree View XSL Output

© xml

& #comment

& #comment

=) PHONE_BACKUP
@) DEVICE_SETTINGS
@ FACTORY CONFIG

SRR CONFIG FILES
& apps.restapi.enabled
& device.auth.localAdminPassword.set
# device.baseProfile
& device.baseProfile.set
& device.eulaAccepted
& device.eulaAccepted.set
& device.set
& feature.da.enabled
# feature.obitalk.enabled
& feature.pcc.enabled
& rfeature.webSignIn.enabled
& ntepd.cfg.enabled
#& ntepd.cfg.secureTunnelRequired
& ntepd.enabled
@ 1cl.ml.lang
& pcc.url

version="1.0" encoding="UTF-8" standalone="yes"
Application SIP Prolinel.0 5.9.13.0150 16-Mar-20 10:08
Created 10-06-2021 08:12

& prov.polling.
& prov.polling..
& prov.polling.
# prov.polling.
@ prov.polling.

enabled
mode

period

time
timeRandomEnd

& topIpapp. sntp.olsonTimezoneID
& up.screenCapture.enabled

o 1Event.

& voIpProt.

&
5
a

FrRrRooRrRrRERL R R

English _United States
0ne00082A1D

1

random

86400

03:00

05:00
America/New_York

1

1

ErrorList Dynamic Help

Description

File Line

Column

- poly

VERIFYING THE

CONFIGURATION

Open the exported file in an XML editor or Notepad to see
the configuration was provided as expected.

©2022 Poly Inc. All rights reserved.
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UPGRADING THE DEVICE
SOFTWARE

Step 2 of the deployment

Now that the device is online and, in the inventory, we
know that it has completed the OOBE.

The device can now have a Device Policy created which
will upgrade to the latest version.
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Software update in progress...

Thursday, June 10

Site Policy may also be used by manually attaching the
(&) (®) (%) device to a site whereby the site policy assigns a
P e software version.

~~

UPDATE THE DEVICE
SOFTWARE

Step 2 of the deployment

1% CCX 600

Software update in progress...

Since we specified a shorter period of polling, the device
is checking in regularly looking for new policy updates.

Software Update Status

State: Downloading Image

Description: https://swupdate.lens.poly.com/CCX600/7.1.0/8048/3111-49770-001.sip.Id

Percent Complete: 18%
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At the next check-in/Poll, the device will start the
software update.
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